
CASE STUDY: PROFESSIONAL SERVICES 
NAS for Small and Medium Business

Keeping It Confidential: Law 
Firm Secures Client Data with 
Automated Backup 
From its canal-side offices in the center of Amsterdam, the Netherlands, 
law firm Croon Davidovich provides counsel and litigation services to 
a wide range of clients—from transportation companies to museums. 
The 13-person commercial practice focuses on the fields of corporate, 
intellectual property, information and communication technology, real 
estate and labor law. 

For each client, Croon Davidovich stores 
a variety of important and confidential 
information, including case documents and 
e-mail correspondence, on a server located 
in its offices. To further protect data, the 
company backs up the server daily. The 
integrity and reliability of this process is 
crucial. “We have to be sure that we have a 
secure backup and recovery system for the 
privileged information that is so important  
to our clients’ cases,” says Menno Schmidt,  
a founding partner at the firm.  

Until recently the company used a tape-
based backup system, relying on manual 
processes that had the potential for errors. 
For security, they retained each daily 
tape backup for five working days before 
overwriting it with a new backup. Busy staff 
needed to insert a new tape cartridge every 

day, ferry the tape containing the previous 
day’s data to an offsite location for safe 
storage and track of all the tapes in use. If  
an employee forgot to switch tapes, the 
previous day’s backup would be overwritten. 
A further worry was that the system didn’t 
provide verification of successful backup 
completion, so Croon Davidovich couldn’t 
be certain that all data had been completely 
copied to tape. And if a hardware error 
occurred during the backup process, vital 
business data could be lost.

With the help of technology provider ICT 
Concept, Croon Davidovich found an 
automated, secure and reliable solution.  
The firm installed a WD Sentinel™ DX4000 
small office storage server, a network-
attached storage (NAS) device that provides 
up to 12 TB of hard drive storage. 
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Now, employees no longer need to manually 
insert fresh backup media each day.  
Instead, data is automatically backed up  
to the WD Sentinel hard drives. Thanks to  
WD Sentinel’s built-in backup retention policy 
support, old backups are now automatically 
erased after five days, per the retention policy 
set by the firm. Additionally, ICT Concept can 
remotely monitor the progress of each backup 
to verify that the data is copied successfully, 
providing greater confidence that important 
client information is protected. “It has made 
life less stressful because we are certain our 
data is backed up,” says Schmidt. 

WD Sentinel provides other important 
benefits, too. If Croon Davidovich needs to 
restore data from a previous backup, it can 
do so much more quickly with WD Sentinel 
than with the old tape-based setup. Restoring 
the server’s data from tape could take a full 
working day. With WD Sentinel, this process 
is significantly faster says Louis Meijdam, 
IT Consultant at ICT Concept. “For a legal 
business, time is money—literally,” Meijdam 
says. “WD Sentinel lets everyone stay focused 
on the work itself, on billable hours, rather 
than constantly worrying about backup.”

Protecting Data in a Thin- 
Client Environment
Croon Davidovich operates a thin-client IT 
environment in which all business information 
is stored on a shared file and print server 
running Microsoft® Windows® Server 2003. 
Individuals access this information from  
about 20 PCs and terminals located in the 
law firm’s offices. The setup also includes a 
second server that runs Microsoft® Terminal 
Server, the software that supports the thin-
client environment.  

This arrangement means that Croon 
Davidovich can protect all of its business 
information by simply backing up the shared 
file and print server. With WD Sentinel, the 
backup process is now automated and 
fast. WD Sentinel is powered by a dual-core 
Intel® Atom™ processor and includes WD’s 
enterprise-class hard drives, enabling much 
faster data storage and retrieval than the law 
firm’s previous tape-based system provided. 

WD Sentinel further safeguards data with 
RAID-based disk fault tolerance, so data is not 
lost even if one drive fails. “The real risk is if 
you completely lose data,” Schmidt explains. 

“For a law firm, that’s not a good thing!” For 

additional assurance, Croon Davidovich also 
maintains a paper-based document archive. 

Room to Grow
Besides automating and simplifying backup, 
WD Sentinel provides plenty of room to grow. 
The firm acquired a configuration with two 
hard drives pre-installed, with space to add 
two more drives if needed in the future. “Croon 
Davidovich doesn’t have to buy new hardware,” 
explains ICT Concept’s Meijdam. “They can just 
add drives to expand storage capacity, so the 
system can grow with the business.” 

Furthermore, disk storage can be purchased 
at much lower cost than high-capacity tapes. 

“Tapes with large capacity are enormously 
expensive,” Meijdam adds. And with tapes, 
there are substantial ongoing costs: Unlike 
the hard drives used in WD Sentinel, tapes 
have to be replaced at least once a year. 

Easy to Set Up
Because WD Sentinel is powered by Microsoft® 
Windows® Storage Server 2008 R2 Essentials 
operating system, it was easy to integrate into 
the law firm’s Windows-based environment. 

ICT Concept simply configured WD Sentinel 
as an additional network drive within the 
Croon Davidovich Windows directory 
environment. The server used the Microsoft 
Windows Server 2003 backup utility to copy 
data to WD Sentinel. “Configuration wasn’t 
hard,” Meijdam says. “We simply had to 
switch it on and wait for the install to finish.”  

WD Sentinel also includes sophisticated 
backup software at no additional charge, 
which can be used for bare-metal backup  
and restore for up to 25 PCs.  

Looking to the Future 
Now that Croon Davidovich is successfully 
using WD Sentinel, it’s looking to make data 
even more secure by moving the NAS system 
offsite in coming months so that the backup 
would be secured even if a disaster strikes 
the company’s offices. “That would be a 
perfect solution, because the data would be 
safe even if you have a fire,” says Schmidt.

To learn more, visit:
» www.wdc.com/wdsentinel

WD Sentinel 
provides a  

secure backup 
and recovery 

system for the 
confidential 

and privileged 
information  

that is so 
important to our  

clients’ cases.

© 2012 Western Digital Technologies, Inc. All rights reserved. Western Digital, 
WD and the WD logo are registered trademarks, and WD Sentinel is a trademark, 
of Western Digital Technologies, Inc. in the United States and other countries.

—Menno Schmidt

Croon Davidovich

WD Sentinel™ DX4000 
Small Office Storage Server

4178-705444-A00 September 2012


